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Abstract. We argue for the design of “Privacy-preserving Accountable Accu-
racy Management Systems (PAAMS)”. The designs of such systems recognize 
from the onset that accuracy, accountability, and privacy management are inter-
twined. As such, these systems have to dynamically manage the tradeoffs be-
tween these (often conflicting) objectives. For example, accuracy in such  
systems can be improved by providing better accountability links between 
structured and unstructured information. Further, accuracy may be enhanced if 
access to private information is allowed in controllable and accountable ways. 
Our proposed approach involves three key elements. First, a model to link un-
structured information such as that found in email, image and document reposi-
tories with structured information such as that in traditional databases. Second, 
a model for accuracy management and entity disambiguation by proactively 
preventing, detecting and tracing errors in information bases. Third, a model  
to provide privacy-governed operation as accountability and accuracy are  
managed.  
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1   Introduction 

We present our initiative on “Privacy-preserving Accountable Accuracy Management 
Systems (PAAMS)” that aims to advance the accuracy management of intelligence 
information collected, produced and disseminated by government as well as commer-
cial systems. Our approach is to develop unified proactive and reactive, both  
backward (trace to the source) and forward (trace to derivates) accuracy management 
techniques. Collectively, these will enable timely detection, identification and correc-
tion of errors in source information and finished intelligence while ensuring account-
ability and privacy preservation.  Such information may span multiple repositories in 
varying formats including documents, email, and databases across multiple adminis-
trative domains. Our effort has direct and immediate application to well-known diffi-
cult problems such as entity disambiguation, as manifested in the compilation,  
merging and correction of terror watch lists.   
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Our approach is based on the recognition that accountability is a prerequisite for 
better accuracy management and further, that trading off privacy in controlled and 
accountable ways may yield significant increases in accuracy. Hence, the approach 
involves three key elements:  

• A model to link unstructured information such as that found in email, image 
and document repositories with structured information such as that in tradi-
tional databases. Recognizing the need for this linkage, it forms the foundation 
for our development of a unified accountability and audit model that tracks the 
provenance, state changes and information flows across information bases. 

• With the accountability model as an enabler, we propose to build a model for 
accuracy management and entity disambiguation to (1) proactively prevent er-
rors and reactively detect errors in information bases and (2) to trace and cor-
rect the impact of such errors in source and target (derivate) information bases. 

• Finally, both the accountability and accuracy models are governed by a privacy 
model that provides the principles and associated mechanisms for preserving 
privacy as accountability and accuracy are managed.  

 
We are developing an architectural framework to realize these models and demon-
strate their utility and viability. 

2   Technical Approach 

We believe that significant improvements in the accuracy of intelligence community 
(IC) information bases can be achieved only with a fundamental realignment of the 
information processing architecture – one that recognizes from the outset that accu-
racy, accountability and privacy are intertwined.  Any comprehensive solution must 
manage the dependencies and tradeoffs between these elements. Our key assertion is 
that these tradeoffs cannot be hardwired but instead must be dynamically managed 
based on ongoing threats and acceptable individual tolerances for these elements as 
driven by application needs.   

Current systems do not recognize this dynamic interrelationship and most existing 
research efforts have treated these elements in isolation.  To illustrate the above,  
consider the Terrorist Identities Datamart Environment (TIDE) and associated compi-
lation, dissemination and use of watch lists by intelligence and law enforcement agen-
cies as reported in the popular press [1]. The high number of misidentifications and 
occurrences of repeated misidentification of the same individual indicate inadequate 
accuracy management.  Public perception is that the system has poor accountability as 
it cannot quickly trace the source of errors with consequent slow and cumbersome 
redress procedures. Our claim is that accuracy can only be improved in such systems 
by addressing and improving the accountability and privacy management dynamics as 
they interrelate with accuracy.  To elaborate, better provenance tracking and auditing 
of actions on content can help in the rapid location of sources of errors.  Once errors 
are located, the error correction process can be significantly improved if better entity 
disambiguation is provided. However, this may call for access to more discriminating 
and potentially privacy-sensitive information about source intelligence as well as  
individuals. 
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The framework for our novel approach to dynamically navigating the accuracy-
accountability-privacy tradeoff triad is to formulate this as variants of an optimization 
problem.  For example, one variant would be to maximize accuracy subject to pre-
specified limits on accountability overhead and privacy intrusion.  In a different sce-
nario an 80% accuracy with 70% statistical confidence may be acceptable as long as 
privacy exposure is kept below a specified threshold.  

2.1   Better Accountability by Linking Unstructured and Structured Data 

To improve accountability, it is necessary to link structured information such as watch 
lists stored in modern relational database systems with unstructured information that 
can provide a corpus of supporting documentation and evidence. The latter can con-
sist of text files, images and web pages etc. A database management system tracks the 
audit history of a record or a field, but is mostly unaware of the accuracy of the stored 
data, the data sources that produced the data and the means to correct the accuracy  
of such data when an error is discovered.  The modern approach to linking structured 
and unstructured data is based on the following three layers: (i) a set of information 
sources that need to be integrated in a common view, (ii) a semantic layer providing 
common interfaces and ontology for the information sources as well as a high-level 
language/notation through which the user can express queries on the semantic  
model; and (iii)  a knowledge/information access layer which translates queries on the 
semantic model into the languages supported by the information sources. 

We are developing a semantic model and specialized ontology centered around two 
key concepts that are at the core of realizing the vision of PAAMS - an accountable 
knowledge unit and an accountable knowledge activity model.  

The Accountable Knowledge Unit (AKU) 
From a semantic modeling standpoint, an AKU represents an identifiable and attribut-
able piece of intelligence information, such as “Joe Smith should be on the suspect 
watch list.” The AKU goes beyond traditional database transactions and system level 
notions for structuring activities and updates to records and instead provides the basis 
to reason about the collection, production, and dissemination of intelligence “knowl-
edge” pieces at a higher level.  The AKU can thus link unstructured information with 
structured database records.  This linking can happen in many combinations depend-
ing on how specific unstructured and structured information bases serve as sources, 
intermediary storage and sinks (derivates).  

The Accountable Knowledge Activity Model (AKAM) 
The heart of our novel accountability approach is the AKAM. This is an activity 
model that considers how information-related activities for knowledge units need to 
be organized and tracked across information bases. In particular, several AKUs may 
be dependent on each other. Thus the AKU which says “Joe Smith should be on the 
suspect watch-list” may be dependent on facts from another AKU which says: “Joe 
Smith was arrested in July 2005 with weapons possession at Atlanta airport.” These 
dependencies are essentially information flow, accountability and integrity dependen-
cies across the information bases touched by AKUs.  The AKAM keeps track of these 
dependencies. Thus if a source document or email is now considered to be suspect or 
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false, the relevant and encompassing AKU and integrity dependency will point us to 
the dependent database records that need to be corrected or retracted. In this case, the 
DBMS has a backward-looking source-to-sink information flow dependency in that 
the DBMS records were derived from the source documents. The dependencies also 
exist in the forward direction when a DBMS becomes the source for subsequent 
documents or emails. 

2.2   Improved Accuracy Management through Better Entity Disambiguation 

Given the accountability substrate based on AKUs and the AKAM, we pursue better 
accuracy management through improved entity disambiguation techniques. Accuracy 
management in the context of correcting data errors has been proposed in the context 
of data quality [2]. Such an approach, known as record matching, consists of correct-
ing data by comparison with other sources, presumably of better quality.  Record 
matching has also been used for the purpose of integrating data. However, our goal in 
PAAMS for entity disambiguation is to go beyond record matching and combine this 
with ontology-based approaches. 

Figure 1 provides an overview of the approach. Disambiguation utilizes back-
ground knowledge stored in the form of one or more populated ontologies. It does not 
rely solely on the existence of data items that can provide strong and what appears to 
be obvious evidence such as email addresses or affiliations. In addition, it also uses 
any available relationships that may be provided as evidence, as well as those from 
the ontology to provide clues in determining the correct entity. 

Similar to what we have done in [3], the task of disambiguating entities can utilize 
the types of relationships that connect similar entities to determine if they are the 
same entity or different. For example, in the domain of computer science researchers, 
the affiliation of researcher is commonly used to indicate that the computer scientist 
“John Miller” we are talking about is the one at the University of Georgia, rather than 
the one at the University of Montana, with a large confidence level. In the same do-
main, other types of relationships can also be used such as publications, or research 
interests to disambiguate two entities. Of course the confidence level of the disam-
biguation process will greatly depend on the types of relationships used. For example, 
the “affiliation” might be a more accurate indication rather than “research interests”. 

The facts which can be used to disambiguate entities can have varying “sensitivity 
levels” to limit their access and avoid privacy exposure. By “sensitivity level” we 
mean certain information can be classified as public knowledge, like address and tele-
phone number, while others such as credit-rating may be considered more “private” or 
sensitive. Yet other information, such as medical history may be considered “very 
sensitive”. Attempts to regulate access to these types of documents have been under-
taken. For example, [4] describes the research and prototyping of a system that takes 
an ontological approach and is primarily targeted for use by the intelligence commu-
nity. The approach utilizes the notion of semantic associations and their discovery 
among a collection of heterogeneous documents.  

The basic input to the entity disambiguation module (DM) in PAAMS is a request 
with input parameters that specify the desired accuracy, level of confidence, and the 
tolerable limits on accountability overhead and privacy-intrusion. The DM then at-
tempts to find an answer to a feasibility or optimization problem. It may come  
back and give an answer for accuracy with some confidence but indicate that further 



 Privacy-Preserving Accountable Accuracy Management Systems (PAAMS) 119 

 

accuracy improvements with higher confidence intervals are possible if, say, the pri-
vacy constraint can be relaxed. Thus the analyst or TSA agent (as an example) can 
have a series of interactions with PAAMS to refine the desired result, provided the 
needed level of access can be justified. 

2.3   Privacy-Governed Operation 

The third element in our technical approach provides for a privacy-governed operation 
so as to meaningfully tradeoff privacy with accuracy and accountability. Popular tech-
niques to ensure accuracy and improve data quality require access to several data 
sources often containing personally identifying information and hold the potential for 
privacy breaches. To address such issues, privacy-preserving data matching techniques 
in the database context have been proposed [5, 6]; such techniques however have some 
major drawbacks. They use protocols based on secure set intersection [8] and their 
costs are prohibitive. They only perform exact matching [7, 8]. This is a major draw-
back when data across different sources have heterogeneous quality, as an exact match 
may not be very successful and thus will likely result in very few matches. In such 
cases, approximate matching techniques are the only viable approach.  

To address such issues, we plan to explore a technique recently proposed in [7]. 
This technique is based on embedding the records to be matched in an Euclidean 
space, that is, a vector space having the Euclidean distance as norm and to perform 
the comparison in such a space. To ensure privacy, the SparseMap embedding method 
[8] is used. Preliminary experiments have shown that the approach is also very effi-
cient for very large data sets. We will investigate a variety of issues such as how to 
deal with the problem of heterogeneous data schema to determine how the approach 
can be used for disambiguating entities, as well as how to perform record matching 
between structured data (like relational DB data) and unstructured data. 
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Fig. 1. Main parts of the entity disambiguation module 
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In essence, our goal is to explore how entity disambiguation techniques for both 
structured and unstructured information can be tuned to navigate privacy and ac-
countability tradeoffs while seeking greater accuracy in information bases.     

Metrics-Oriented Privacy Management  
We are developing methods for “metrics oriented privacy management” based on the 
following ideas. First, different information items (i.e., records, fields, documents) 
may be annotated with different privacy sensitivity levels, possibly real numbers be-
tween zero and one. Second, the decision as to whether a computation process (such 
as a query) is allowed to succeed would depend on how much privacy information 
may be disclosed by the answer to the query. Such a leakage may be quantified 
through the differential in the private information entropies before and after conduct-
ing the query. If such a leakage violates a policy, the query or computation process 
may be cancelled. However, in some extreme cases such as when a TSA supervisor 
needs to make a decision whether to allow a passenger to board a flight, perhaps with 
the consent of the passenger, the supervisor may be given access to some sensitive 
information about the user. Schemes such as private-governed computation using 
cryptography-based [9, 10, 11]  and  statistics-based approaches [12, 13] can be lever-
aged for this purpose.   

3   Summary and Conclusions 

We have discussed a vision and approach to better accuracy management in informa-
tion systems. This approach recognizes from the outset that accuracy, accountability, 
and privacy management are intertwined. Many systems such as those maintaining 
terror watch lists have had a difficult time maintaining accuracy and consistency. Our 
thesis is that accuracy in such systems can be improved by providing better account-
ability links between structured and unstructured information. Further, accuracy may 
be enhanced if access to private information was allowed in controllable and account-
able ways. Thus some access to private information can lead to better entity disam-
biguation. We thus argue for a metric-based approach to privacy management. We lay 
out a framework for providing better accountability by developing the notion of an 
Accountable Knowledge Activity Model (AKAM) that ties together Accountable 
Knowledge Unit (AKUs). AKUs span structured and unstructured information.  
Collectively, we lay out a vision and the related architectural concepts to build sys-
tems that can provide improved accuracy through better accountability across islands 
of information and through controlled management of privacy to reduce errors and 
ambiguity. 
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