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S ocial networks are of great inter-
est to the research community 
because more than one-third of 

American adults on the Internet use 
them.1 Furthermore, 51 percent of these 
users participate in multiple social 
networks, many of which are built for 
specialized audiences. Social networks 
are, by nature, platforms for people to 
share personal information and expe-
riences with friends and to find new 
friends with common interests. To par-
ticipate in a social network, users must 
create profiles; because accurate pro-
file information allows more efficient  

networking, users have an incentive to 
use real information in their profiles.

Typically, social networks target 
particular interests, such as profes-
sional networking at LinkedIn, and 
users are encouraged to share infor-
mation about their interests and meet 
others based on commonalities. Conse-
quently, social networks often contain 
disparate pieces of information about 
different personal aspects of a user. In 
providing this information to a social 
network, most users assume that their 
profile information will be kept within 
the social network’s boundaries.

Most people have multiple accounts on different social networks. Because 

these networks offer various levels of privacy protection, the weakest privacy 

policies in the social network ecosystem determine how much personal 

information is disclosed online. A new information leakage measure quantifies 

the information available about a given user. Using this measure makes it 

possible to evaluate the vulnerability of a user’s social footprint to two known 

attacks: physical identification and password recovery. Experiments show the 

measure’s usefulness in quantifying information leakage from publicly crawled 

information and also suggest ways of better protecting privacy and reducing 

information leakage in the social Web. 
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Unfortunately, each social network’s privacy 
guarantee to maintain user profile information 
within the site doesn’t protect users from attack-
ers who combine disparate pieces of information 
about a user from multiple networks. This often 
exposes more of the victim’s information than 
from a single social network. We call this prob-
lem “unintended personal-information leakage” 
and define a social footprint as the total amount 
of personal information that can be gathered 
about an online identity by aggregating avail-
able social networks.

We’ve taken two steps to more rigorously 
understand the problem of unintended personal-
information leakage in social networks. First, 
we defined a measure to quantify the amount 
of information in a user’s social footprint. Sec-
ond, using approximately 8,200 users’ social 
footprints, we conducted an empirical study to 
evaluate the effectiveness of two attacks — an 
identification attack and a password-recovery 
attack. We found that the amount of informa-
tion released for the physical identification 
attack increased from 34 percent for a user with 
one social network profile to 90 percent when 
combining six or more social profiles. Results 
from our study of information released for the 
password-recovery attack followed a similar 
trend.

Dangers of Unintended  
Personal-Information Leak
We focus on the use of personal information 
for concrete attacks to illustrate the dangers 
of unintended personal-information leak. The 
two attacks we investigated are character-
ized by a set of personal attributes that enable 
attackers to deduce sensitive information 
about the user.

Physical Identification Attack
Personal identification information (PII) is 
“information which can be used to distinguish 
or trace an individual’s identity.”2 Although 
most social networks don’t store or explicitly 
reveal PII, many social networks reveal a per-
son’s birthdate, gender, or location.

According to a study of US Census data,3 the 
attribute set {Birthdate, Gender, Zip} poses 
a risk of personal identification because these 
attributes can uniquely identify 87 percent of 
the US population. Additionally, {Birthdate, 
Gender, Location}, where Location is the 

city, town, or municipality in which the per-
son resides, can uniquely identify 53 percent of 
the US population. Because social networks use 
Location more widely than ZIP code, we define 
the set of attributes to consist of {Birthdate, 
Gender, Location}.

Password-Recovery Attack
Many websites let legitimate users recover their 
passwords by providing personal “secret” infor-
mation (such as birthdate and address). Unfor-
tunately, attackers often infer the answers from 
other sources and use this recovery mechanism 
to compromise accounts. Users with publicly 
available social profiles who provide truthful 
answers to these questions offer a rich source 
of information for attackers who can mine their 
profiles for information. A recent example of 
this attack was the hijacking of Sarah Palin’s 
Yahoo email account after attackers discovered 
the answer to her password-recovery question.4

The exact information needed to recover 
passwords varies among sites and is sometimes 
based on the type of questions a user selects. 
Thus, it’s difficult to define a set of attributes 
that accurately reflects the information that 
social profiles leak in relation to password-
recovery attacks. Based on common password-
recovery questions,5–7 we define the set of 
attributes for a password-recovery attack as 
{Name, Email, Nickname, Location, Gender, 
Hometown, Homepage, Birthdate}.

Online Social Footprints
Figure 1 shows a user named Bob Smith and 
his online social footprint, which is constructed 
using profile information from three social net-
works (each represented by a row in the table). 
Individually, we can use each social network 
to discover four to six pieces of information or 
attributes (such as age and gender). By combin-
ing the profile information from these social 
networks, we can discover eight attributes 
about Bob, which constitute his online social 
footprint.

Blurring Social Network Boundaries
Because people often use multiple social net-
work services,1 we must first identify a user’s 
profiles across distinct social network bound-
aries. This will let us then fetch information 
from all of those networks to construct a user’s 
online footprint.
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Although users might not specify explicit 
links to their other profiles, the de-anonymization  
of numerous users across social networks 
has proven successful in the past by using 
friend-network graphs8,9 or record-matching 
techniques.10 We can also use email address 
lookups11 or a user’s pseudonyms12 to achieve 
targeted de-anonymization.

Defining a Social Footprint
A user’s profile τs

u
 is a set of attributes repre-

senting information obtained about a user u on 
social network s. Using Figure 1 as a running 
example, we can represent Bob’s Flickr profile as

τFlickr
Bob = {Name: "Bobby Smith", Sex: 
"Male", Relationship status: "Single", 
Birthdate: "-/-/1980"}.

A user’s online identity T is a list of profiles τ 
that represents a user’s online identity or per-
sona. In Figure 1, Bob’s online identity has 
three profiles:

τ τ τFlickr
Bob

LiveJournal
Bob

MySpace
Bob, and, .

Finally, a union of the profiles in their online 
identity gives a user’s social footprint Pu:

Pu i
u

i T
= τ
∈

.

A subset of Bob’s social footprint can be 
expressed as PBob = {Name: "Bobby Smith", 
Name: "Bob Smith", Name: "Bob Smith", 
Sex: "Male", . . .}.

Defining Aggregate Attribute Leakage
Attribute leakage is a measure of the informa-
tion that we can discover about a particular 
attribute given a user’s social footprint. In this 
case, we simply need to check for the presence of 
an attribute in a user’s social footprint.

Definition 1. φ(fa, P) — attribute leakage. 
Given an attribute name fa and a user’s social 
footprint P, we define attribute leakage as

 

where fa ∈ P checks if P has an attribute with fa 
as an attribute key.

In addition to providing a measure of the 
attribute leakage, we can also use this to calcu-
late the average attribute leakage over a group 
of users by interpreting it as a count for the 
number of users revealing this attribute. For 
example, if the average attribute leakage is 0.5 
for a group of users, we can say that half the 
group reveals the attribute.

Measuring attribute leakage for a particu-
lar attribute can reveal useful information, 
but to quantify a particular attack’s threat, 
we measure the amount of attribute leak-
age for the set of attributes required to exe-
cute the attack. To do this, we normalize the  
total aggregate amount of attr ibute leak-
age for the set of attributes required for an  
attack.

The advantage of this method is that, as 
the number of attributes (from a set of attri-
butes defined for a particular attack) increases, 
the amount of aggregate attribute leakage also 
increases. Thus, the approach approximates 
how close a user is to leaking all the attributes 
required for an attack.

Aggregate attribute leakage is the aggregate 
amount of attribute leakage for a set of attri-
butes belonging to a user’s social footprint. To 
normalize it to between 0 and 1, we divide by 
the number of attributes.

Definition 2. Ψ(Fa, P) — aggregate normal-
ized attribute leakage. Given a set of attri-
bute names Fa and a user’s social footprint P, 
we define the aggregate normalized attribute  

Figure 1. A user’s online social footprint. This footprint is an aggregation of attributes from the user’s profile information 
on multiple social networks.
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leakage as

 Ψ( , )

( , )

,F P

f P

Fa

a
f F

a

a a= ∈
∑ φ

where |X| represents the size of the set X.
The aggregate normalized attribute leak-

age over a group of users provides the average 
number of attributes released by the set of users 
for a specific attack.

Experimental Evaluation and Results
We conducted experiments using more than 
8,200 social footprints and used the attribute 
leakage measure to quantify the amount of 
information discoverable for a subset of attri-
butes. We then used the aggregate attribute 
leakage measure to quantify the amount of 
aggregate attribute leakage with respect to the 
set of attributes required for attacks.

Experiment Setup
Identity management sites let users manage 
their online identities by providing links to 
their various social networks (such as ClaimID, 
FindMeOn, and MyOpenID). On one such site, 
we crawled and collected 8,268 stored profiles. 
By parsing the links and subsequently follow-
ing them to each user’s social network pro-
files, we were able to construct the users’ social 
footprints.

To perform a detailed study on attribute 
leakages, we wrote parsers for 10 of the 15 
most popular social networks (we couldn’t 
parse a few of them due to technical or legal 
challenges). The parsers performed consider-
able postprocessing to merge attributes with 
semantically similar meanings but syntactic  

differences. An example of this is “age” and 
“birthdate,” in which we represent age as a 
coarse granularity birthdate. We also standard-
ized certain attributes’ values across social net-
works to semantically equivalent values. For 
example, if a Flickr user chose “Taken” for their 
relationship status, we standardized this value 
to “In a Relationship.”

Table 1 shows the amount of information 
leaked from each site for a small subset of avail-
able attributes. For each attribute, we represent 
the amount of information as a percentage  
of the number of profiles that publicly displayed 
this value on a particular social networking 
site. A “—” indicates that the site didn’t reveal 
the attribute.

Attribute Leakage 
We expect the overall attribute leakage of a 
particular attribute to be related to the number 
of social networks that reveal that attribute. We 
thus analyzed the attribute leakage for a subset 
of attributes. To do this, we calculated the attri-
bute leakage of each attribute in a user’s social 
footprint and then averaged the results across 
the entire dataset. Figure 2 shows the result of 
these calculations for a subset of attributes. The 
y-axis shows the attribute leakage amount, and 
the x-axis shows the different attributes.

The figure shows that the leakage for attri-
butes such as Name, Location, and Homepage 
is higher than that for Relationship status 
and Birthdate. As Table 1 shows, the attributes 
with low leakage are the ones revealed in only a 
few social networks. This confirms our hypoth-
esis that the overall attribute leakage is related 
to the number of social networks that reveal the 
attribute.

Table 1. Percentage of profiles for a subset of attributes leaked by social networks.

Social network Name Location Sex
Relationship 

status Hometown Homepage Birthdate

Del.icio.us — — — — 53 — —

Digg 100 67 55 — — — 30

Flickr 73 58 82 59 51 74 —

Last.Fm 82 — 87 — 76 77 —

LinkedIn 100 88 — — — — —

LiveJournal 93 69 — — — 68 64

MySpace 94 98 100 72 40 — 100

Technorati 94 — — — — — —

Twitter 100 93 — — — 89 —

YouTube 68 — — — 29 57 73
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Although this initial overview is useful, 
it combines users belonging to different num-
bers of social networks into one group. To get a 
deeper understanding of how attribute leakage  
varies as the number of social networks an 
attacker finds increases, we also investigate 
the attribute leakage as it relates to the number  
of social networks. 

To include cases where an attacker might 
discover only a subset of social networks that 
a user with x social networks belongs to, we 
include all users where y ≤ x when looking 
at the attribute leakage for y social networks. 
Specifically, we pick every combination of y 
social networks from the user’s online iden-
tity and calculate the average of the attri-
bute leakage metric across combinations. 
This results in y

x( ) combinations. We pick 
this method because it avoids introducing 
biases that any predetermined ordering might 
impose. Henceforth, we use this technique in 
all figures that plot leakage against the num-
ber of social networks belonging to a user’s 
social footprint.

Figure 3 shows the attribute leakage, vary-
ing based on the number of social networks 
observed, for the Name and Hometown attri-
butes. The y-axis represents the average attri-
bute leakage for users, while the x-axis shows 
the number of social networks. We investigated 
the Name attribute because it’s the most often 
revealed attribute in social networks (see Table 1). 
Conversely, we studied Hometown because few 
social networks reveal it.

For the Name attribute, the φ attribute leak-
age for users with one social network is 0.73, 
and it quickly rises to 1.0 for users with four 
social networks. This result is expected because, 
as Table 1 shows, all but one social network 
reveals the Name attribute. For Hometown, the 
φ measure for users with one social network is 
0.17; it consistently increases to its maximum 
of 0.71 with nine social networks. This result is 
also expected: five social networks reveal the 
Hometown attribute, so as the number of social 
networks increases, so does the likelihood that 
the value will be discoverable on a network in 
the user’s social footprint.

Aggregate Attribute Leakage
The aggregate attribute leakage measure offers 
a combined view of the information leaked by a 
set of attributes required for a particular attack. 

We begin by looking at the overall aggregate 
attribute leakage measure to quantify the users’ 
average exposure to particular attacks. For the 
identification and password-recovery attacks, 
the aggregate normalized attribute leakage is 
0.52 and 0.63, respectively. For both attacks, 
the aggregate normalized attribute value is 
above 0.5, which means that on average, users 
reveal more than half the attributes required for 
those attacks.

Once again, although this initial view pro-
vides a good overview of the different attack 
severities, we wanted to investigate how the 
aggregate attribute leakage changes as the num-
ber of social networks an attacker discovers 
increases. Doing so would also let us test our 
hypothesis that the aggregate attribute leakage  

Figure 2. Attribute leakages (φ(fa, P)) for a sample of attributes. 
Each attribute (fa) is represented by a bar on the x-axis.
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Figure 3. Attribute leakage measures for Name (φ(“Name”, P)) 
and Hometown (φ(“Hometown”, P)).
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increases as the number of social networks 
increases.

Figure 4 shows the average aggregate 
attribute leakage (y-axis) as the number of 
social networks an attacker discovers (x-axis) 
increases. From this figure, we observe that 
the identification aggregate normalized attri-
bute leakage is 0.34 (an average of one in three 
attributes) with one social network, which 
increases to more than 0.9 (an average of 2.7 
in three attributes) with six or more social net-
works. Because the aggregate attribute leakage 
checks for an attribute’s presence, this result 
implies that, with one social network, a person 
reveals one attribute of data required (on aver-
age) for the identification aggregate attribute 
leakage attack. However, with more than six 
social networks, a person reveals an average of 
2.7 attributes. The password-recovery aggregate 
normalized attribute leakage follows a similar 
trend.

We used the aggregate normalized attri-
bute leakage measure to quantify the threat 
of the physical identification and password-
recovery attacks. Doing so revealed the value 
of the aggregate attribute leakage measure in 
several ways, while confirming our original 
hypotheses.

Mitigating Information Leakage Risks
Given the nature of their services, solutions to 
the unintended personal-information leakage 
problem must extend beyond social networks. 
Two primary methods mitigate the risk of 
unintended personal information being used in 
attacks.

Using Third-Party Services  
to Increase User Awareness
Increasing user awareness of information leak-
age and the associated risks should be an active 
component of the overall solution. We can 
increase this awareness in part by offering ser-
vices that let users check their online footprint 
and assess how much information they’re leak-
ing. Users can thus increase their awareness of 
the risks associated with social networks.

The simplest way to accomplish this goal 
would be to create an online website that 
requests a list of the user’s profiles and mea-
sures the information leaked in relation to par-
ticular attacks. Once they see the amount of 
information leaked and how it could facilitate 
attacks, the third-party service could advise 
users on ways to reduce information leakage by 
altering privacy settings or removing particular 
information from social networks. To prevent 
attackers from using this service, it might have 
to be offered as a tool by banking and credit 
bureaus or as a pay-per-use service.

Measuring Recovery Services’ Susceptibility
Websites that rely on personal user information 
to provide certain services, such as password  
recovery, can also mitigate the risk of infor-
mation leakage. Compared to the effort of 
increasing awareness in a majority of users, it’s 
relatively easier to provide a service for web-
site owners to evaluate the strength of account-
recovery questions. Using a large dataset would 
make it possible to calculate how much infor-
mation was leaked in regard to a particular 
question and use that information to estimate a 
question’s strength.

A s social networks move toward becoming 
a ubiquitous method for people to com-

municate, the danger of privacy leakage from 
online social networks grows more severe. As 
our work indicates, this danger increases sub-
stantially with multiple social network pro-
files. It’s critical for users to understand such 
danger and take defensive measures to prevent 
personal information leak and defend against 
information misuse. We’re currently investigat-
ing approaches that extend traditional mecha-
nisms, such as k-anonymity and p-sensitivities, 
to model privacy protection in the context of 
multiple social profiles.�

Figure 4. Aggregate normalized attribute leakage (Ψ(Fa, P)) for the 
identification and password-recovery attacks.
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